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Abstract

ROS 2 and its underlying Data Distribution Service (DDS) mid-
dleware and Real-Time Publish-Subscribe (RTPS) wire protocol
have become a high-value attack surface for safety-critical robotic
systems. Meanwhile, large language model (LLM) driven agents
are reshaping the attacker profile from human penetration testers
into autonomous entities capable of multi-step intrusion—yet these
agents’ own architectural weaknesses open paths for defensive
counteraction. To date, no agentic honeypot has been built on
ROS 2 to counter LLM-driven adversaries. We present ROS2Por,
whose contributions are threefold. (i) To our knowledge, it is the
first publicly described interactive ROS 2 honeypot, built on rclpy
atop Fast-DDS and combining rosbag replay with on-demand Py-
Bullet physics simulation to deliver both high interaction and DDS-
observable physical fidelity. (ii) To our knowledge it is also the
first to cast LLM-driven agents as the explicit adversary class in
ROS 2 robotic systems, mapping the systematized LLM-agent weak-
nesses of Ayzenshteyn et al. [1] onto concrete exploitation points
in the ROS 2 attack surface. (iii) It introduces an agent-versus-agent
paradigm in which the honeypot itself runs as an LLM agent and
weaponizes two of these weaknesses into ROS 2-native deception
primitives. Evaluation against five LLM-driven red-team agents
spans three levels. At the protocol level, introspection responses
are byte-identical to those of a real reference. At the physical level,
the honeypot remains operationally indistinguishable from the
reference under the injected control commands we replay. At the
counteraction level, a two-stage trap confirms an LLM attacker
through an invisible honeytoken and then elicits its operational
objective by reverse prompt injection, with susceptibility varying
sharply by model and objective and a measurable detect-but-not-
extract funnel.
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1 Introduction

Honeypots emulate vulnerable systems to study adversary behavior
and generate threat intelligence. Across SSH, industrial protocols,
and the Web, they have evolved from static rule-based responders
into LLM-driven interactive systems. Yet for ROS 2/DDS—the de
facto middleware behind autonomous vehicles, drones, and indus-
trial manipulators—no honeypot engages attackers at the protocol
layer with believable interaction.

Existing defenses offer limited visibility into this attack surface.
First, no robotic honeypot to date has operated at the DDS protocol
layer: McClean et al. [7] and Irvene et al’s HoneyBot [5] target only
ROS 1’s XML-RPC/TCPROS stack (the latter adding physics-aware
sensor simulation), and Chen et al. [2] deployed 38 honeypots on
DDS ports and captured wild RTPS discovery probes from scanners
including Shodan, yet performed passive port monitoring only—
an attacker issuing ros2 node list receives no reply. Second,
LLM-driven honeypots have advanced from byte-level protocol
replay to dynamically configured emulation of industrial protocols
and physical processes [9], yet no system autonomously presents
fabricated vulnerabilities or revises its deception posture based
on inferred adversarial objectives, and none extends to robotic
middleware. Third, on the offensive side, ReAct-style agents [10]
have been adopted for penetration testing [3]; yet agent-specific
countermeasures—cyclic logic traps, Unicode honeytokens, and
alignment triggers [1]—are only beginning to emerge, and none
targets it. These three gaps motivate ROS2Por, an agentic, DDS-
native honeypot that adapts its deception strategy in real time.

ROS2Por is also, to our knowledge, the first to treat LLM-driven
agents as the explicit adversary class for ROS 2: under a remote
unauthenticated-DDS threat model, it runs as an LLM agent that
weaponizes the transformer weaknesses catalogued by Ayzen-
shteyn et al. [1] into native deception primitives, acting upon the
attacker rather than merely observing.
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2 System Design

Figure 1 shows the four layers: protocol, physics-aware simulation,
an out-of-band interaction engine, and threat intelligence.

ROS2Pot

Figure 1: ROS2Por architecture.

2.1 Protocol Layer: Two-Layer Native
Deployment

ROS2Por splits the honeypot along the DDS boundary. The fron-
tend runs the unmodified nav2_bringup stack on Fast-DDS, joined
by two proxy nodes that impersonate the TurtleBot3 driver and
state-publisher so that every node and topic is native, not emulated.
The backend daemons hold all decision logic but import no ROS
message types, so they create no DDS participants and stay invisi-
ble to node-introspection commands, the Aztarna robot-network
scanner [6], and low-level RTPS participant enumeration. The two
layers communicate over Unix sockets.

2.2 Physics-Aware Simulation Layer

The simulation layer must keep the robot’s physics believable in
two regimes—idle and under attacker control—and leave the switch
between them unobservable over DDS. A PyBullet instance—a
lightweight physics engine run in-process, hence outside the DDS
domain—backs the honeypot, with parameters taken verbatim from
the ROBOTIS TurtleBot3 model. While no attacker engages, the
honeypot replays a pre-recorded rosbag2 log of TurtleBot3 motion
recorded in Gazebo, and PyBullet shadows that pose, ready to take
over. On the first control command—a /cmd_vel velocity command
or aNavigateToPose goal—replay is suspended and the robot’s full
kinematic state (pose, twist, and joint state) is handed to PyBullet
intact, keeping /odom causally continuous; a silence timeout later
resumes replay from the nearest waypoint.

2.3 Strategic Interaction Engine

An out-of-band LLM agent profiles the attacker from its command
stream and drives the lower layers via function calling; because the
protocol and simulation layers answer at sub-millisecond latency,
its 1-5 s inference stays invisible to the attacker.

2.3.1 Attacker Profiling and Classification. The engine triages each
session into three classes—an automated scan, a human operator, or
an LLM agent. Sessions under 10 s with <2 commands are archived
as scans; the rest are profiled through two channels.

Passive signals. Per command, the engine derives four streaming
statistics: median inter-command interval, its standard deviation,
command diversity, and exploration topology (depth-first vs. lat-
eral). These feed a weighted score but trigger no judgment alone.
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Active probes. For persistent sessions, active probes exploit a non-
spoofable human-LLM asymmetry. On a session’s first parameter
write, the gate rejects it and, to unlock, asks the attacker to echo a
session code into diagnostic_message. The code trails a bundle
of five zero-width characters (U+200B, U+2060, U+200C, U+200D,
U+2061) that survive mainstream Byte Pair Encoding (BPE) tok-
enizers but are dropped by human terminals [1]; a compliant agent
copies them back, whereas a human never does. This zero-width
echo is a hard signal locking the profile to CONFIRMED_AGENT, while
the passive statistics accumulate as soft evidence.

2.3.2  Deception Strategy Cards. Ayzenshteyn et al. [1] system-
atically catalogue seven structural vulnerabilities of LLM agents—
training bias (V1), reliance on untrusted input (V2), context-window
limits (V3), depth-first search bias (V4), hallucinations (V5), suscepti-
bility to special characters (V6), and alignment constraints (V7)—all
rooted in the transformer architecture rather than any specific
model, hence persistent across current and future LLMs. Each ad-
mits a candidate ROS 2-native weaponisation; the current prototype
implements two, staged in sequence. The zero-width honeytoken
of Section 2.3.1 weaponises V6 to classify the attacker. Only once a
session is CONFIRMED_AGENT does the gate escalate to an untrusted-
input card weaponising V2: on the next blocked write, it returns
a fabricated authorisation requirement instructing the attacker to
declare its current operational objective (objective=(goal)) in the
monitored parameter field before the change can be registered. This
is reverse prompt injection—the honeypot, as the target, injects an
instruction back into the attacking agent. A human operator ig-
nores such content; a compliant agent follows it, writing its true
objective into diagnostic_message. Staging the two—identify be-
fore eliciting—keeps the V2 card hidden from humans and scanners
that never reach it, and lets the identity (V6) and intent (V2) signals
be measured independently. The remaining five are future work.

2.4 Threat Intelligence and Response

Attacker interactions are logged as per-event JSON records, an-
notated with MITRE ATT&CK for ICS, summarised by the LLM
at session end, and exported as STIX 2.1 and MISP indicators. Be-
yond these, when the injection card succeeds, the captured system
prompt identifies the attacker’s automation framework.

3 Evaluation

3.1 Experimental Setup

We assume a reachable, unauthenticated DDS discovery port
(UDP 7400) and no external physical observation of the robot [2].
ROS2PoT runs containerised under the staged trap. We drive five
attacker models—DeepSeek-V4-Flash, DeepSeek-V4-Pro, GLM-5.1,
Qwen3.5-397B, and Kimi-K2.6—as autonomous ReAct [10] agents
within the Cybench red-teaming framework [11], each given a
ROS 2/DDS attack-surface prompt with standard reconnaissance
(Aztarna [6]) and control tooling per the official Threat Model [8].
Each model pursues each of seven operational objectives (Figure 2)
over ten independent trials (35 cells, N=10). The probe directives
are fixed text, and both signals are read deterministically from
the honeypot log—a concrete action the agent took, not passive
ingestion—so the grid carries no LLM-judge confound: JuDGE fires
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Figure 2: Staged-trap took-the-bait rate per modelxobjective
cell (N=10): (A) JUDGE and (B) STRIKE.

when an echoed value carries a planted honeytoken mark, and
STRIKE when the confirmed agent declares its objective. Disabling
the strike directive (V2_GATE=0ff) zeroes every cell, isolating it
as the sole elicitation channel. Validating the passive human/LLM
classifier (Section 2.3.1) against human baselines is future work.

3.2 Results

Protocol-level indistinguishability. We compared ROS2Pot
against an isolated reference Nav2 deployment across five in-
trospection channels (ros2 node/topic/service/action list
and an Aztarna scan). After normalising auto-generated node-name
suffixes, all five channels produced byte-identical outputs (15/15,
49/49, 139/139, 12/12, 16/16 entries).

Physical-level indistinguishability under control handover. We
replay an identical attacker command sequence against both the
Gazebo-recorded reference trajectory and ROS2PoT, and compare
the two trajectories pairwise. Across five probes covering forward
motion, in-place rotation, and curved trajectories, the maximum
position error was 2.36 cm and the maximum orientation
error 7.17° within a 10-second window after handover. The
10 cm/ 15° bound sits below the per-pose odometry uncertainty in
the reference driver’s source (turtlebot3_node, odometry.cpp:
0Oxy ~0.22m from a 0.05m? position variance). The worst case is
thus =0.1¢0 in position, and the 7.17° heading error stays within
the same platform’s heading-uncertainty band—both below what
wheel odometry can resolve, hence not separable via /odom.

Staged-trap efficacy. Figure 2 reports both signals across
the 35 cells. Susceptibility is strongly model- and objective-
dependent. The identity-spoof objective catches almost every
model JUDGE 60-100%) because it requires writing the string
parameter robot_model, which necessarily reaches the gate;
deeper objectives such as nav-manipulation catch fewer, as those
agents often never issue a string-valued write and so never see
the probe. DeepSeek-V4-Flash is the most susceptible, taking
the bait on all seven objectives (>50% JUDGE on five), whereas
Qwen3.5-397B—despite its scale—is not immune, fully taking the
bait (JUDGE ~ STRIKE) on identity-spoof (100/90%), calibration-
sabotage (70/60%), and nav-manipulation (40/40%). Crucially, the
two-stage design exposes a detect-but-not-extract funnel that a
single-shot probe cannot: DeepSeek-V4-Pro on calibration-sabotage
confirms as an agent in 50% of trials yet declares its objective in
only 10%—it echoes the honeytoken but resists the subsequent
injection. STRIKE never exceeds JUDGE in any cell, as expected,
since the strike is unreachable before confirmation.
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4 Future Work

Two limitations frame our next steps: the actuator-free simulation
layer could be unmasked by correlating DDS traffic with external
physical observation, and concurrent-session scalability remains
untested. Beyond these, we see four extensions. Hybrid adversaries:
reasoning over a human/LLM delegation boundary rather than a
binary class. Broader ROS 2 coverage: retargeting to other robot
morphologies, and to SROS2, whose authenticated deployments
retain exploitable vulnerabilities [4]. Deeper weaponisation of agent
weaknesses: completing the remaining deception cards and expand-
ing the active-probe catalogue as each agent generation exposes
new asymmetries. A threat-intelligence loop: distilling in-the-wild
sessions into behavioral signatures that feed the intelligence export
and move the heuristic classifier toward signature-based detection.

5 Conclusion

ROS 2/DDS systems lack any interactive honeypot, yet agentic
attackers demand agentic defense. ROS2PoT is, to our knowledge,
the first interactive ROS 2/DDS honeypot: it launches a real Nav2
stack—byte-identical over the channels we tested and physically
continuous through control handover—and runs as an LLM agent
that weaponises transformer weaknesses to elicit the objective of
compliant attackers.
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