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Abstract—Efficient Internet of Things intrusion detection re-
quires balancing detection performance with communication and
inference cost. This paper proposes CARE-IDS, a confidence-
aware routing framework for edge-cloud collaborative intrusion
detection, where each traffic sample is first processed by a
lightweight Logistic Regression edge detector and then selectively
offloaded to a Random Forest cloud detector when the edge pre-
diction is estimated to be unreliable. To avoid manually selecting
a fixed confidence threshold, CARE-IDS trains a Logistic Regres-
sion router from out-of-fold edge predictions to learn the relation-
ship between edge confidence and prediction errors. Experiments
on the DataSense dataset under an eight-class 10-fold cross-
validation setting show that CARE-IDS achieves an accuracy of
92.57% and a Macro-F1 score of 89.65%, improving substantially
over Edge-only inference while remaining close to Cloud-only
performance. Meanwhile, it reduces cloud invocations by 83.36 %
and achieves a 5.80x model-side inference speedup over Cloud-
only inference. These results demonstrate that confidence-aware
routing can provide an effective performance-efficiency trade-off
for IoT intrusion detection.

Index Terms—Internet of Things, Distributed System, Intru-
sion Detection System.

I. INTRODUCTION

The rapid deployment of Internet of Things (IoT) devices
has significantly increased the scale and diversity of network
traffic. Smart cameras, sensors, home automation devices,
and industrial IoT terminals continuously generate heteroge-
neous traffic patterns, making IoT environments vulnerable
to various cyberattacks, such as denial-of-service attacks,
reconnaissance, brute-force attempts, malware infection, and
web-based attacks [1]-[3]. Therefore, efficient and accurate
intrusion detection is essential for maintaining the security
and reliability of IoT networks. Existing intrusion detection
systems can be deployed either at the edge or in the cloud,
but these two deployment modes have different limitations.
Edge-based intrusion detection performs inference close to
the data source, which reduces communication overhead and
enables fast local response. However, edge devices are often
constrained by computation, memory, and energy resources,
making it difficult to deploy complex models with strong
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detection capability. In contrast, cloud-based intrusion detec-
tion can use more powerful models and generally achieves
better classification performance, but transmitting all traffic
samples to the cloud introduces additional communication
cost, inference delay, and potential privacy concerns. This
trade-off is particularly important for IoT scenarios, where
traffic is continuously generated and detection decisions are
expected to be made in a timely manner [4]-[6]. This raises
a central question: can an IoT intrusion detection system
preserve most of the cloud model’s detection capability while
invoking the cloud only for samples that are likely to be
difficult for the edge model? Recent hierarchical and multi-
tier IDS frameworks already exploit multi-stage detection
or distributed classification in IoT/IoV environments [7]-[9],
but they seldom optimize sample-wise routing between edge
and cloud under explicit performance—efficiency trade-offs.
Instead of treating edge-only and cloud-only detection as
two isolated choices, this paper studies an edge-first cloud-
assisted detection strategy. In this strategy, each sample is
first examined by a lightweight edge detector, and only
potentially unreliable samples are selectively escalated to a
stronger cloud detector. The key challenge is how to determine,
for each incoming sample, whether the edge prediction is
reliable enough to be accepted locally or should be offloaded
to the cloud. To address this problem, we propose CARE-
IDS, a Confidence-Aware Routing framework for Edge-Cloud
Intrusion Detection. CARE-IDS follows a sample-level routing
strategy: each traffic sample is first processed by a lightweight
edge detector, and only samples with unreliable edge predic-
tions are selectively offloaded to a stronger cloud detector. In
our implementation, Logistic Regression is used as the edge
detector because of its low computational cost, Random Forest
is used as the cloud detector to provide stronger classification
capability, and a Logistic Regression router is trained from out-
of-fold edge predictions to learn the relationship between edge
confidence and edge errors. In this way, CARE-IDS reduces
unnecessary cloud invocation while preserving much of the
cloud detectors detection capability. The main contributions
of this paper are as follows:



e« We propose CARE-IDS, a confidence-aware selective
offloading framework for edge-cloud collaborative IoT
intrusion detection.

o We construct router supervision from out-of-fold edge
predictions, reducing optimistic bias when learning the
relationship between edge confidence and edge errors.

e We evaluate CARE-IDS on the DataSense dataset un-
der an eight-class 10-fold cross-validation protocol and
analyze the trade-off among Macro-F1, cloud invocation
ratio, and model-side inference time.

II. RELATED WORK
A. IoT Intrusion Detection

Intrusion detection has become an important security mech-
anism for IoT networks because IoT devices are increasingly
exposed to attacks. Compared with traditional networks, IoT
environments usually contain heterogeneous and resource-
constrained devices, which makes it challenging to achieve
both accurate and efficient detection. Machine learning meth-
ods, including traditional classifiers and deep models, have
been widely applied to IoT and IIoT intrusion detection, often
combined with feature selection or dimensionality reduction
to handle high-dimensional traffic data [10]-[13].

However, there is still a practical trade-off between detection
accuracy and deployment efficiency. Lightweight models are
suitable for edge deployment because of their low computa-
tional cost, but they may have limited classification capability
for complex or imbalanced attack categories. More powerful
models can improve detection performance, but they usually
require more computation and are more suitable for cloud-side
deployment. This motivates collaborative intrusion detection
methods that combine the efficiency of edge inference with
the stronger detection capability of cloud models.

B. Edge-Cloud Collaborative Inference

Edge-cloud collaborative inference has been extensively
studied to balance latency, bandwidth and accuracy, including
model-partitioning and multi-exit DNN approaches [4], [5],
[14]. In this paradigm, edge devices perform local computation
close to the data source, while cloud servers provide additional
computational capability when local inference is insufficient.
Compared with cloud-only inference, edge-cloud collaboration
can reduce unnecessary data transmission. Compared with
edge-only inference, it can improve prediction quality by
allowing difficult samples to be processed by stronger cloud
models.

Existing edge-cloud collaboration strategies can be gen-
erally divided into model-partitioning methods and sample-
offloading methods. In intrusion detection, several works de-
sign lightweight edge-side models for resource-constrained
IoT/MIoT and vehicular scenarios [14], [15], but typically do
not study sample-wise routing policies between edge and
cloud. This paper follows the sample-offloading strategy be-
cause it is simple, flexible, and suitable for combining a
lightweight edge detector with a stronger cloud detector in
IoT intrusion detection.

C. Confidence-Aware Routing

Confidence scores derived from predicted class probabilities
are widely used as proxies for uncertainty, despite known
calibration issues in modern deep networks [16]-[18]. Based
on this idea, a common routing strategy is to define a fixed
confidence threshold. Samples with confidence lower than
the threshold are offloaded to the cloud, while samples with
confidence higher than the threshold are handled locally.
Although fixed-threshold routing is simple and efficient, its
performance depends heavily on the selected threshold. A con-
servative threshold may offload too many samples and increase
communication cost, while an aggressive threshold may keep
too many uncertain samples at the edge and reduce detection
accuracy. Different from using confidence only as a manually
tuned threshold, CARE-IDS studies confidence-aware routing
as a controllable edge-cloud offloading mechanism and further
introduces a learnable router to automatically select a practical
operating point.

III. METHODOLOGY
A. Overview of CARE-IDS

CARE-IDS is designed as a confidence-aware edge-cloud
collaborative intrusion detection framework. As shown in
Fig. 1, each incoming traffic sample is first processed by a
lightweight edge detector, which outputs both a preliminary
class prediction and a confidence score. A routing module
then estimates whether the edge prediction is reliable. Reliable
samples are handled locally, while uncertain samples are
offloaded to a stronger cloud detector.

The framework consists of three components: an edge
detector, a cloud detector, and a confidence-aware router.
The edge detector provides low-cost first-stage inference, the
cloud detector serves as a stronger fallback model, and the
router determines whether cloud assistance is needed for
each sample. This design allows CARE-IDS to separate the
classification decision from the offloading decision, thereby
improving detection performance without invoking the cloud
for every sample.

B. Confidence-Aware Routing Decision

Let f. denote the edge detector and f. denote the cloud
detector. For an input sample x, the edge detector outputs a
probability distribution over K traffic classes,

pe(l‘): [ e(l |x),pe(2|x),...,pe(K|x)], (1)
and the preliminary edge prediction
Je(x) = arg mgxpe(k | ). )

The router does not directly use the original traffic feature
vector as its input. Instead, it uses uncertainty-related infor-
mation derived from the edge output. This design keeps the
router lightweight and allows it to focus on estimating the
reliability of the edge prediction. In general, the router input
is represented as

U(Z‘) = ¢(pe($)a3}e(x))’ 3)
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Fig. 1. Overview of CARE-IDS.

where ¢(-) denotes the uncertainty feature extraction function.

The basic routing feature is the top-1 confidence, defined
as the maximum predicted probability. Additional features
such as the margin between the largest and second-largest
probabilities and the entropy of the predictive distribution can
also be included to provide a richer description of edge-side
uncertainty. In the ablation study, different combinations of
confidence, margin, entropy, and predicted-class information
are evaluated to analyze their influence on routing perfor-
mance.

Given the uncertainty feature vector u(x), the router gy

outputs a binary routing decision,

r(x) = go(u(x)), r(x) €{0,1}, )

where r(z) = 0 means that the edge prediction is accepted
locally, and r(xz) = 1 means that the sample is offloaded to
the cloud detector. The final prediction of the collaborative
framework is therefore defined as

i) @
o) {fcm, ()

This decision rule allows the framework to preserve the
efficiency of edge inference for reliable samples while in-
voking the cloud detector only when the edge output appears
uncertain.
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C. Out-of-Fold Supervision for the CARE-IDS Router

The learnable router in CARE-IDS is trained to estimate
whether the edge prediction is reliable. Since the true correct-
ness of the edge prediction is unavailable during inference,
supervised router labels are constructed from the training data.
For a training sample (x;,y;), the router label is defined
according to whether the edge prediction matches the ground-

truth label:
{0’
Zi =
1,

A label z; = 0 indicates that the edge prediction is correct
and can be treated as reliable. A label z; = 1 indicates that
the edge prediction is incorrect and that the sample should be
regarded as a candidate for cloud offloading. Therefore, router
learning is formulated as a binary classification problem that
maps edge-side uncertainty features to routing decisions.

A naive way to construct router training data is to train
the edge detector on the full training set and then use its
predictions on the same samples to generate router labels.
However, this strategy can produce overly optimistic con-
fidence estimates, because the edge model is evaluated on
the samples it has already seen during training. As a result,
the learned router may not accurately reflect the relationship
between edge uncertainty and edge errors on unseen data.

To reduce this risk, the router training data are generated
using out-of-fold edge predictions. Within each training fold,
the training data are further divided into several inner stratified
folds. For each inner fold, a temporary edge detector is trained
on the remaining inner folds and then used to predict the
held-out fold. Thus, each training sample receives an edge
prediction and an edge probability distribution from a model
that was not trained on that sample.

For each held-out sample, the uncertainty feature vector u;
is extracted from the out-of-fold edge probability distribution,
and the corresponding router label z; is generated by com-
paring the edge prediction with the ground-truth label. By
aggregating all held-out predictions, the router training dataset
is obtained as:

ge,i = Yi,

()
ge,i # Yi- ©

D, = {(w;,2)}i,. (7)



The router is then trained on D, as a binary classifier.
This out-of-fold construction makes the router learn from
confidence-error relationships that better approximate test-time
behavior, thereby reducing information leakage and improving
the generalization of routing decisions.

After the router training dataset is constructed, the final
edge detector and cloud detector are trained using the full
training data. During testing, the final edge detector provides
the probability distribution used by the router, while the cloud
detector is invoked only for samples selected by the router.

During inference, each sample is first processed by the
edge detector to obtain the probability vector and preliminary
prediction. The router then decides whether to accept this
prediction or send the sample to the cloud detector. Thus each
sample requires one edge inference and one router evaluation,
and cloud inference is triggered only when deemed necessary.

IV. EXPERIMENT

A. Dataset and Label Mapping

The experiments are conducted on the DataSense dataset,
a real-time sensor-based benchmark dataset for IIoT attack
analysis [2]. The dataset was collected from a realistic IloT
testbed containing industrial sensors, IoT devices, network
infrastructure, edge and cloud components, and attacker nodes.
It includes benign traffic and multiple attack scenarios cov-
ering seven major attack categories, including DDoS, DoS,
reconnaissance, MITM, web-based attacks, brute-force attacks,
and malware. In this study, the original labels are mapped into
an eight-class classification setting consisting of benign and
the seven attack categories.
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Fig. 2. DataSense class distribution.

B. Data Preprocessing and Fold Construction

Non-numeric and identifier-related columns, including de-
vice identifiers, MAC addresses, timestamps, and original label
fields, are removed before model training. List-like fields such
as IP lists, MAC address lists, port lists, protocol lists, and
log data-type lists are also excluded to avoid sparse high-
cardinality representations and identity-specific patterns. After
this filtering, only numeric statistical features are retained.
Missing and infinite values are replaced with zero, and fea-
ture columns are sorted to ensure consistent ordering across
experimental runs.

The dataset is globally shuffled using a fixed random seed
and then divided into 10 stratified folds. Each fold preserves
the class distribution by distributing samples of each class
across the folds. For each experimental run, one fold is used as
the test set and the remaining nine folds are used for training.
The same fold splits are used for all compared inference modes
and router variants to ensure fair comparison.

C. Compared Inference Modes

Three inference modes are compared: Edge-only, Cloud-
only, and CARE-IDS. In Edge-only mode, all test samples
are classified by the lightweight edge detector without cloud
invocation. In Cloud-only mode, all samples are processed
by the cloud detector, which serves as the upper-performance
reference but requires full cloud communication. In CARE-
IDS mode, each sample is first processed by the edge detector,
and the confidence-aware router decides whether to accept
the edge prediction locally or offload the sample to the cloud
detector.

The Edge-only and Cloud-only modes are used as base-
lines to evaluate the trade-off between local efficiency and
detection performance. The CARE-IDS inference represents
the proposed edge-cloud collaborative framework, where the
goal is to approach the detection performance of Cloud-only
inference while reducing the number of cloud invocations.

D. Model Configuration and Hyperparameters

The experimental environment is summarized in Table I.
All models are implemented using scikit-learn. For each outer
fold, a StandardScaler is fitted only on the training set and
then applied to both the training and test sets. The model
configurations and main hyperparameters are summarized in
Table II.

TABLE I
EXPERIMENTAL ENVIRONMENT

Item Specification

CPU AMD Ryzen 5 7520U, 2.80 GHz
RAM 16 GB

oS 64-bit Windows

Python 3.12.12

scikit-learn 1.8.0

Execution mode CPU-only

For the router ablation study, different uncertainty-related
inputs are evaluated to examine whether additional uncertainty



TABLE II
MODEL CONFIGURATIONS AND MAIN HYPERPARAMETERS

Component Model / Setting

Main Parameters

Edge detector

Cloud detector

Router

Feature scaling

Outer evaluation
Router data generation

Logistic Regression
Random Forest
Logistic Regression
StandardScaler
Stratified 10-fold CV

Inner stratified CV 5 folds

solver = 1bfgs, max_iter = 2000

n_estimators = 200, max_depth = None, random_state = 42, n_jobs = -1
solver = Ibfgs, max_iter = 2000, class_weight = balanced

fitted on training set only

random_state = 42

information can improve routing performance beyond top-1
confidence. Specifically, the evaluated router inputs include
confidence only, confidence with margin, confidence with
entropy, confidence with both margin and entropy, and confi-
dence with margin, entropy, and predicted-class information.

E. Experimental Procedure

For each outer fold, the edge detector and cloud detector
are trained on the training subset. The router training data are
generated from out-of-fold edge predictions using the inner
stratified cross-validation procedure, and the router is then
trained as a binary classifier. During testing, Edge-only, Cloud-
only, and CARE-IDS inferences are evaluated on the same test
subset under a per-sample streaming protocol. In CARE-IDS
inference, each sample is first processed by the edge detector,
and the router decides whether to keep the edge prediction
locally or offload the sample to the cloud detector.

FE. Evaluation Metrics

Classification performance is evaluated using accuracy,
macro-precision, macro-recall, and macro-F1. Macro-averaged
metrics are used because the mapped eight-class dataset is
imbalanced and each class should contribute equally to the
final evaluation.

System efficiency is evaluated using cloud invocation ratio,
cloud-call reduction, inference time, time per sample, and
speedup over Cloud-only inference. The cloud invocation ratio

is defined as:
Ncloud

b
Ntest

where N4 1S the number of samples offloaded to the cloud
and Ny is the total number of test samples. For Edge-only,
CR = 0; for Cloud-only, CR = 1; and for CARE-IDS, CR
is determined by the router decisions.

Cloud-call reduction measures the proportion of cloud in-
vocations avoided by CARE-IDS compared with Cloud-only
inference:

CR=

®)

CCR=1-CR. ©))
The average inference time per sample is calculated as:
Ttotal
TPS = ; (10)
Ntest

where Ty,:q; is the total inference time over the test set. The
speedup over Cloud-only inference is calculated as:

Tcloud

Speedup = (1D

’
hybrid

where T ouq and Tpypriq denote the total inference time
of Cloud-only and CARE-IDS inferences, respectively. The
reported inference time measures model-side execution time
under the experimental environment and does not include real
network transmission latency.

V. RESULTS AND DISCUSSION
A. Overall Comparison of Inference Modes

Table III reports the 10-fold average performance of Edge-
only, Cloud-only, and CARE-IDS. Edge-only inference elim-
inates cloud communication and has the lowest model-side
inference time, but its Macro-F1 is clearly lower than the other
two modes. This indicates that the lightweight edge detector
is efficient but insufficient as a standalone detector for the
eight-class DataSense task.

Cloud-only inference achieves the best detection perfor-
mance, confirming the stronger classification capability of the
Random Forest cloud detector. However, it requires every sam-
ple to be processed by the cloud, resulting in the highest cloud
invocation ratio and model-side inference cost. Therefore,
Cloud-only inference provides an upper-performance reference
rather than a communication-efficient deployment choice.

The CARE-IDS inference provides a better balance between
the two extremes. It substantially improves upon Edge-only
inference and remains close to Cloud-only performance, while
invoking the cloud for only 16.64% of test samples on average.
As a result, CARE-IDS reduces cloud calls by 83.36% and
achieves a 5.80x model-side speedup over Cloud-only infer-
ence. These results show that confidence-aware offloading can
preserve most of the cloud detectors benefit while avoiding
unnecessary cloud invocation for the majority of samples.

B. Performance-Offloading Trade-off of Confidence-Aware
Routing

To evaluate whether confidence-aware routing can provide
a controllable balance between detection performance and
cloud communication cost, we compare the learnable router
with a series of fixed-threshold routing policies. In fixed-
threshold routing, samples with edge confidence lower than
a predefined threshold are offloaded to the cloud, while the
remaining samples are handled locally by the edge detector.
Therefore, changing the threshold produces different operating
points between Edge-only and Cloud-only inference.

As shown in Fig. 3, fixed-threshold routing forms a clear
performance-communication trade-off curve. When the thresh-



TABLE III
DETECTION PERFORMANCE OF DIFFERENT INFERENCE MODES UNDER 10-FOLD CROSS-VALIDATION

Method Accuracy (%) Macro-F1 (%) Cloud Invocation Ratio (%)  Time per Sample (ms)
Edge-only 88.31 £ 0.17  77.69 £ 0.53 0.00 0.071 £ 0.000
Cloud-only  93.47 £ 0.21 91.09 £ 0.35 100.00 38.047 £ 0.319
CARE-IDS  92.57 + 0.21 89.65 £ 0.32 16.64 &+ 0.25 6.559 4+ 0.109

old is low, only a small number of samples are offloaded, re-
sulting in low communication cost but limited performance im-
provement. As the threshold increases, more uncertain samples
are processed by the cloud detector, and Macro-F1 improves
accordingly. However, the performance gain becomes smaller
when the cloud invocation ratio becomes high, indicating
diminishing returns from excessive cloud invocation.

The learnable router is located near the favorable region
of the trade-off curve, close to the fixed-threshold setting
around 0.85. This result shows that the learnable router can
automatically identify a practical operating point that achieves
competitive Macro-F1 while keeping the cloud invocation
ratio low. Instead of requiring manual threshold tuning, the
learnable router provides a data-driven way to select an effec-
tive routing boundary for edge-cloud collaborative intrusion
detection.
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Fig. 3. Macro-F1 versus cloud invocation ratio.

C. Class-wise Detection Performance

To further examine the class-level behavior of the proposed
framework, Fig. 4 compares the per-class Fl-scores of Edge-
only, Cloud-only, and CARE-IDS. The Edge-only detector
achieves reasonable performance on several classes, but its
weakness becomes clear on difficult attack categories such as
bruteforce and mitm. In particular, a noticeable number of
attack samples are misclassified as benign, indicating that the
lightweight edge model has limited ability to separate some
minority or ambiguous classes.

Cloud-only inference provides stronger class discrimination,
as reflected by the higher per-class Fl-scores. This confirms
that the cloud detector is more reliable for difficult samples,
but this benefit comes with full cloud invocation. In contrast,
CARE-IDS improves the weak classes of Edge-only inference
and achieves a per-class F1 pattern closer to Cloud-only

inference, while still offloading only a limited portion of
samples.

Overall, these class-wise results show that the proposed
framework does not merely improve aggregate metrics. In-
stead, confidence-aware offloading helps recover part of the
class-level performance lost by the lightweight edge detector,
especially for categories where Edge-only inference is less
reliable. For completeness, the normalized confusion matrices
of Edge-only, CARE-IDS, and Cloud-only inferences are
provided in the Appendix.
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Fig. 4. Per-class Fl-score comparison of Edge-only, Cloud-only, and CARE-
IDS.

D. Confidence Distribution and Routing Interpretability

Fig. 5 visualizes the edge confidence distributions of cor-
rectly and incorrectly classified samples. The purpose of this
analysis is to examine whether edge confidence can serve as a
meaningful reliability signal for routing decisions. As shown in
the figure, correctly classified samples are highly concentrated
in the high-confidence region, whereas incorrectly classified
samples are more widely distributed and appear more fre-
quently in lower-confidence ranges.

This pattern supports the use of confidence-aware offload-
ing. Low-confidence predictions are more likely to be unreli-
able and therefore are suitable candidates for cloud inspection,
while high-confidence predictions can often be accepted lo-
cally to avoid unnecessary cloud invocation. The distribution
also explains the trade-off observed in Fig. 3: increasing the
confidence threshold offloads more uncertain samples and
improves detection performance, but also increases the cloud
invocation ratio.

The CARE-IDS router benefits from the same reliabil-
ity signal. Instead of manually selecting a fixed confidence
threshold, it learns a routing boundary from training data and
automatically places the operating point near the effective con-
fidence region. Therefore, the confidence distribution provides



TABLE IV

FEATURE ABLATION OF THE CARE-IDS ROUTER

Router Input Accuracy (%) Macro-F1 (%) Cloud Invoc. Ratio (%)  Cloud Call Reduction (%) Speedup

Confidence 92.57 £ 0.21 89.65 + 0.32 16.64 £+ 0.25 83.36 £+ 0.25 5.80x 4+ 0.09x
Confidence + Margin 92.57 +£ 0.22 89.65 + 0.34 16.73 £+ 0.27 83.27 + 0.27 5.77x 4+ 0.09x
Confidence + Entropy 92.63 £+ 0.20 89.63 + 0.31 16.80 £ 0.29 83.20 + 0.29 5.74x £+ 0.09x
Confidence + Margin + Entropy 92.64 + 0.21 89.72 + 0.33 52.84 £+ 0.49 47.16 + 0.49 1.87x 4+ 0.02x
Confidence + Margin + Entropy + Pred. Class  92.61 + 0.20  89.63 + 0.30 52.65 £+ 0.47 47.35 + 0.47 1.87x £ 0.01x

an interpretable explanation for both fixed-threshold routing
and the proposed learnable routing strategy.

20.0 Edge Correct
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Fig. 5. Confidence distribution by edge correctness.

E. Router Feature Ablation

Table IV compares different input features for the CARE-
IDS router. The confidence-only router already achieves a
strong performance-efficiency balance, with Macro-F1 close to
the best variant while maintaining the lowest cloud invocation
ratio and the highest speedup. Adding margin or entropy
produces only negligible changes in detection performance and
communication cost, suggesting that top-1 confidence already
provides sufficient reliability information for routing.

Using confidence, margin, and entropy together slightly
improves Macro-F1, but this improvement comes at the cost
of substantially more cloud invocations. Its cloud invocation
ratio increases to more than 52%, and the speedup drops
to about 1.87x. Adding predicted-class information shows a
similar pattern and does not improve the overall trade-off.
Therefore, the confidence-only router is used as the default
configuration because it provides the best balance between
detection performance, cloud-call reduction, and model-side
inference efficiency.

F. Discussion and Limitations

The results show that confidence-aware offloading provides
a practical middle ground between Edge-only and Cloud-
only intrusion detection. Edge-only inference is efficient and
communication-free, but it has limited capability for difficult
or minority classes. Cloud-only inference achieves stronger
detection performance, but it requires every sample to be
processed by the cloud. The CARE-IDS inference uses the
edge detector as a first-stage filter and invokes the cloud

only for samples with higher estimated uncertainty, thereby
improving detection performance while reducing unnecessary
cloud calls.

The fixed-threshold analysis further shows that edge con-
fidence forms a useful performance-communication trade-
off. Different confidence thresholds correspond to different
operating points, allowing the system to be adjusted according
to deployment requirements. The CARE-IDS router provides
an automatic alternative to manual threshold selection and
falls near a favorable region of this trade-off curve. The
router ablation also indicates that top-1 confidence alone is
already a strong routing signal, while adding more uncertainty
features brings little performance benefit and may increase
cloud invocation.

This study still has several limitations. First, the experiments
are conducted on a single dataset, so the generalizability of
the framework should be further verified on additional IoT and
IToT intrusion detection datasets. Second, the evaluation is per-
formed offline, and the reported speedup measures model-side
inference time only. Real network transmission delay, cloud
queuing, bandwidth fluctuation, and edge-device resource con-
tention are not included. Third, the model combinations are
limited to Logistic Regression for the edge detector and router,
and Random Forest for the cloud detector. Future work will
evaluate more datasets, deploy the framework in realistic edge-
cloud environments, and examine additional model and routing
configurations.

VI. CONCLUSION

This paper presented CARE-IDS, a confidence-aware edge-
cloud collaborative intrusion detection framework for IoT
network traffic. The framework uses a lightweight edge de-
tector to process all samples first, a stronger cloud detector
to handle uncertain samples, and a learnable confidence-
aware router to decide whether each edge prediction should
be accepted locally or offloaded to the cloud. Experiments
on the DataSense dataset show that the proposed framework
improves Macro-F1 from 0.7769 under Edge-only inference
to 0.8965, while maintaining performance close to the Cloud-
only Macro-F1 of 0.9109. At the same time, CARE-IDS
reduces cloud invocations by 83.36% and achieves a 5.80x
model-side speedup compared with Cloud-only inference.
These results show that confidence-aware routing can pre-
serve much of the cloud detectors detection capability while
avoiding unnecessary cloud usage, suggesting its potential



as a lightweight selective offloading strategy for resource-
constrained IoT intrusion detection.

CODE AVAILABILITY

The implementation of CARE-IDS is publicly available
at: https://github.com/Clauviosleepyhead/CARE-IDS-
Confidence-Aware-Routing-for-Edge-Cloud-Collaborative-
Intrusion-Detection-in-IoT-Networks.
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APPENDIX
Confusion Matrices

This appendix provides the normalized confusion matrices
corresponding to the Edge-only, CARE-IDS, and Cloud-only
inferences.
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Fig. 6. Normalized confusion matrix of Edge-only inference.
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Fig. 7. Normalized confusion matrix of CARE-IDS inference.

benign 0.00 0.00 0.00 0.00 0.00 0.01

bruteforce

ddos

dos

malware

mitm

recon

web

0.24 0.01 0.00 0.01 0.01 0.01
0.11  0.00 0.01 0.00 0.01 0.00
0.06 0.00 0.01 0.00 0.00 0.00
0.07 0.00 0.00 0.00 m 0.01 0.01
0.07 0.00 0.00 0.00 0.01 m 0.01
0.22  0.00 0.00 0.00 0.00 0.00

0.14 0.00 0.00 0.00 0.00 0.00 0.00 W

Predicted Label

0.00

e S
(=) =]
Normalized Ratio

|
=
£

|
e
~

-0.0

Fig. 8. Normalized confusion matrix of Cloud-only inference.



